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The anatomy of a scam

During the shopping rush, a single customer journey can pass through all of

these risks: often within minutes. Follow the journey of a single shopper,

and see how fast a legitimate purchase can turn into a counterfeit sale.

AWARENESS

A social post or influencer video
promotes an unbeatable deal.

INTEREST

The buyer clicks through to what
appears to be a trusted marketplace
listing.

CLICK-THROUGH

A clone site mirrors the real brand’s
layout and checkout flow.
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PURCHASE Payment is processed by a spoofed
seller or unauthorised reseller.

DELIVERY A counterfeit or diverted product
arrives, damaging trust.

AFTERMATH A fake support email or “refund”

message harvests more personal
data, causing even further
reputational damage.
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